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1.1

1.2

INTRODUCTION & PURPOSE

This document describes the process where external (Non-DMAS) users login to the Secure
MES web portal via links found on the new MES public-facing portal. These users should
expect to see at least one menu choice on the Secure Menu page, after being fully logged-in
to the MES Secure Portal.

Using a new feature called Single Sign On (SSO), this MES login procedure benefits users who
will only need to complete one login procedure, once every time they visit the portal to access
the module(s) they are authorized for.

Present and future menu choices on the Secure MES portal will include links to individual MES
modules and Vendor applications. Initial launch will include EPS.

Audience for this Procedure
This procedure is to be used by external users of the MES portal and MES modules. Some
external users include both individuals, health insurance companies, care providers and other
non-DMAS users.

Note: Internal users have login procedures which differ from the external

audience, and are not included in the following instructions. A separate
instruction set has been created for internal DMAS users.

Start at the new MES Portal
Begin the login process, by accessing the new MES public portal, here:
https://vamedicaid.dmas.virginia.gov/

This is a repository of publicly available information for MES users. The MES public portal will
eventually have other, important, module-specific information for both internal and external
users.

The public portal is also the starting place for accessing the Secure MES Landing page (also
known as the “Menu” page). A secure credentialing system assures only those authorized
may access the Secure MES portal.

New internal and external users will need to request access to the Secure MES portal, along
with each MES module. Initially, users need to contact EDI support to gain access, via this
email:

DMASEDISupport@dmas.virginia.gov
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External users will complete EDI Registration Documents, found on the EPS Support page on
the MES public portal (see below):

Iiil:s EPS CRMS MESTraining Appeals Training STARCH “

MES Home Page

Virginia Department of Medical
Assistance Services (DMAS)

EPS MES Training

The Encounter Processing Solution Looking for training Informaton for MES
[EPS) is part of the £ Click here for
System (MES). Resources and a login the main MES Training area and start

for EPS are found here learning today

mogi

les like Appeals?

The MES Portal

Figure 1: New MES Public Portal Landing Page

1.3 Login to the MES Secure Portal
Users start the login process, by clicking the blue LOGIN button at top-right. This login button
appears on all MES Public portal pages:

LOGIN

Figure 2: Blue Login Button Present on All Pages on the MES Public Portal
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1.3.1 ISS MES Secure Portal Login Page
The MES Login page will load in your browser (see below). Enter your login ID (email) and

password, then click the Sign-In button:

mes

0
Figure 3: MES Secure Portal Login Page

Note: Users attempting a login should have received login and password
credentials from the ICAM system - from healthinteractive.net
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1.3.1.1 First Time Login

If you’re logging in for the first time, you’ll be prompted to change your password,

see screenshot below:

* Change password

€ c o

X

-

TR : '\
mcs
Change Password

Current Password

New Password

Create » new password for the new MES Portal using the

password requiremaonts

« Al least 12 charactor
« 1 uppercase charector

« | lorawrcase charactes

o 1 oumbse

o 1 spacial characto 1SR AR _+ N\

Confirm New Password

Re-enter your new password 10 coafirm

Set Password

Figure 4: Change Password Page

& loginvamedicaid-uat. dmas.virginia.gov
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1.3.2 Acknowledgement Page
After entering your login credentials, or changing your password, an Acknowledgement page

is displayed in your browser.

To continue to login, you’ll need to select the “l accept...” radio button, then click the blue
Submit button.

mes

Commonwealth of Virginia - Department of Medical Assistance Services {DMAS)
TS*WARNING***
Medicaid Enterprise System (MES)

You are accessing a LS. Government information system, which includes:
L. Thia computer
2. This computer network
3, All computers connected 1o this network, and
4, All devices and storage media attached to this network or to a computer on this network,

This information system is provided for LS. Government authorized use only. Unauthorized access, misuse, or modification of this computer system or of the data
contained herein or in transit 1o/from this system constitutes a violation of Section 1502(a)[7) of the Social Security Act Title 18, and/or the Health Insurance
Portability and Accountability Act (HIPAA)(1996)(2013 modified) that may subject tha Individual to Criminal and Civll penaltias.

By using this information system, you undesstand and consent to the following:
1, You have no reasonable expectation of privacy regarding any communication or data transiting of stored on this information system
2. At any time and for any lawtul government purpose, the Government may monitor, Intercept, search and selze any communication or data transiting or
stored on this information system.
3, Any communication or data transiting or stoced on this information system may be disclosed or used for any lawful Government purpose.

Use of the MES is contingent upon the Acceptance of the above terms
) L accept the terms of the license agreement

(0 | do not accept the terms of the license agreement

DMAS Copyright © 2020 All Rights Reserved |3

Figure 5: Acknowledgement Page
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1.3.3 Multi-Factor Authentication

For security reasons, non-DMAS users accessing the MES Secure portal will be prompted to
perform additional authentication to verify their identity. This additional step in the login
process is called Multi-factor authentication (MFA). Users will need to complete the MFA
process each time they login.

MFA is similar to other web site logins, where either an email or text message is sent to the
user, who can then confirm their identity.

1.3.3.1 Verify Your Identity
The Verify page loads after the you click the Accept button the authentication page.

You can choose to receive a message either by email or text to verify your identity.

After making your choice, click the Request Code button. A new page will load, with
a box for you to enter your code.

Email: This option is available by default. After choosing this option, you
will receive a One-time passcode via email. Once received, users enter
this passcode in MES Secure portal and submit to verify your identity.
Please be patient, as the email Access code confirmation may take a few
minutes to reach you.

Text Message: This option is displayed when mobile number is present
in your profile. After clicking on this button, you will receive a One-time
passcode via text message on your mobile. Please enter this passcode in
MES Secure portal and submit to verify your identity.

“ Verily Idantity x +

<« CcC O # loginvamedicaid-uat.dmas.virginia.gov

mes

Yo will Tecelve @ ome-tima, six-aigit code, which will be vala

Y Email: kdh*tesere (e e.com

D Text: B13***"876

i

Figure 6: MFA - Verify Your Identity Screen
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After receiving your code, enter it in the box, and click the blue Submit Code button.

Note: Be careful when copying the code from the email you received, as it may
contain extra spaces and cause an error.

*- Token verification change meth: X +

< C 0 & loginvamedicaid dmas.virginia.gov

mes

Back 1o Login paps

OTP LOGIN

Part 20f 2

Enter your code

A ona-time code has been sent to your dovice ‘
Ploase enter the code bolow < ‘
8032 = «veenq

Didn't get your code? m I I

Figure 7: MFA — “Enter Your Code” Screen

The system will verify the code you entered, and you will be redirected to the portal
menu page.
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1.4 MES Secure Portal Menu Page

The MES Secure Portal Menu page includes menus for accessing MES modules, MES vendor
solutions, and other important features and applications

You will only see and be able to connect to modules/applications you are already approved
for. The image below shows the MES secure portal menu page.

1.4.1 Access Your Module Link
To access your module link, click the blue triangle to reveal the link. The complete link will be

displayed:

Provider
Management g Example Module
PRSS

The PRSS application gives

Figure 8: Menu Page with an Example Module Link

Click the link, and a new browser tab will open with your approved module.

October 12, 2021 Page 10



